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*Kaynak: Cyber Incident & Breach Trends Report — Online Trust Alliance
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, . , T Tum Bu Dokumanlarin Temel Dayanak Noktasi
SIBER GUVENLIK 800-53 NIST Siber Giivenlik Cercevesidir
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Fonksiyon Kod

Identify |

Tanimla

Protect PR

Koru

Respond ¥

Miidahale
Et

Recover RC

Kurtar

Fonksiyon Kategori Adi (EN) Kategori Adi (TR)

Kategori

Kodu

ID.AM Asset Management Varlik Yonetimi

ID.BE Business Environment Is Cevresi

ID.GV Governance Yonetigim

ID.RA Risk Assessment Risk Degerlendirme

ID.RM Risk Management Strategy | Risk Y&netim Stratejisi

ID.SC Supply Chain Risk Tedarik Zinciri Risk
Management Yonetimi

PR.AC Identity Management and | Kimlik Yonetimi ve
Access Control Erisim Kontrolii

PR.AT Awareness and Training Farkindalik ve Egitim

PR.DS Data Security Veri Glivenligi

PR.IP Information Protection Bilgi Koruma Siirecleri
Processes and Procedures | ve Prosediirleri

PR.MA Maintenance Bakim

PR.PT Protective Technolgy Koruyucu Teknolojiler

DE DE.AE Anomalies and Events Gariplikler ve Olaylar

DE.CM Security Continuous Suirekli Giivenlik izleme
Monitoring

DE.DP Detection Processes Tespit Siirecleri

RS.RP Response Planning Miidahale Planlama

RS.CO Communications Haberlesme

RS.AN Analysis Analiz

RS.MI Mitigation Azaltma

RS.IM Improvements iyile§tirme

RC.RP Recovery Planning Kurtarma Planlama

RC.IM Improvements lyilestirme

RC.CO Communications iletisim

~ MUDAHALE ET:
Istenmeyen koétlucul

TESPIT ET: Kétiicil
amacli yazilimlar ve

faaliyetler nelerdir? selelilen ele e

neler yapiimalhdir?

KURTAR: Meydana gelen
zarar en iyi sekilde ve en
hizli nasil geri
dondurulebilir?




NIST
Guvenlik
Cercevesinin
Ne gibi
Faydalari
Vardir?

Ust Yonetim ve Teknik Ekip Arasinda
Ortak Bir Dil Kurar

Olcllebilir Degerlendirmeler Sunar

Organizasyonlara Gore Degisebilen
Esnek Bir Yapisi Vardir

Her hangi Marka yada Uriine’den
Bagimsizdir




Baslangi¢

Donamim Varhklarinin
Envanteri ve Kontrolii

7 E-posta ve Web

Tarayici Korumasi ve Egitim Programi

Uygulama

Yazilim Varhklarinin
Envanteri ve Kontrolii

Uygulama Yazilimi
Giivenligi

Kot Amach Yazilim Veri Korumasi
Savunmalan

Ag Baglanti Noktalarinin, ih‘tiyaca hEVE
Protokollerin ve Hizmetlerin Kontrollii Eri;im
Sinirlandirilmasi ve Kontrolii

Siirekli Giivenlik
Acig1 Yonetimi

Olay Miidahale
Yonetimi

20 Sizma Testleri ve
Kirmizi Takim
Calismalan

Veri Kurtarma Kablosuz Erisim
Yetenekleri Kontrolii

Aynicalikh Yetkilerin
Kontrollii Kullanim

Mobil Aygitlar, Diziistii
Bilgisayarlar, is istasyonlan ve

Giivenlik Duvarlan, -
Yonlendiriciler ve A§ Anahtarlan Kullamici Hesap Izleme

gibi Ag Aygitlan icin Giivenli ve Kontrol
Yapilandirma

Sunucularda Donanim ve Yazilim
icin Giivenli Yapilandirmalar

Denetim izlerinin
Bakimi, Izlenmesi
ve Analizi
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CIS 20 standardina etkin bir sekilde uyum
saglandiginizda

kurulusunuz genel saldiri tiplerinin
%85’Ini
ENGELLEYEBILIR*




2@ CYBER
K.) SCORECARD

Kelis Arnold

A Company (Primary)
Dashboard
Control Lists
Assigned Tasks
My Assigned Tasks
Reports

Support

Control Lists
Test-3 » Control Lists

Basic CIS Controls

CIS C01 Inventory and Control of Hardware Assets
Control Questions

1.1 Utilize an Active Discovery Tool

© applicable @ Assigned @ completed

1.2 Use a Passive Asset Discovery Tool

@ applicable @ Assigned @ completed

1.3 Use DHCP Logging to Update Asset Inventory

@ applicable @ Assigned @ Ccompleted

1.4 Maintain Detailed Asset Inventory

@ spplicable @ Assigned @ Completed

1.5 Maintain Asset Inventory Information

® Applicable

1.6 Address Unauthorized Assets

© Applicable

1.7 Deploy Part Level Access Control

@ applicable

1.8 Utilize Client Certificates to Authenticate Hardware Assets

@ Applicable

Completed (50%)

Policy Defined

Partially Written Policy

Informal Policy

No Policy

Partially Written Policy

Informal Policy

Partially Written Policy

Partially Written Policy

Control Implemented

Parts Of Policy Implem
ented

Implemented On Seme
Systems

Implemented On All Sy
stems,

Parts Of Policy Implem
ented

Parts Of Policy Implem
ented

Not Implemented

Implemented On Most
Systems

Implemented On Some
Systems

Validated ©%)

Control Automated

Not Automated

Automated On All Syst
ems

Automated On All Syst
ems

Automated On Most Sy
stems

Not Automated

Not Applicable

Automated On Most Sy
stems

Automated On Some S
ystems

CIS C02 linventory and Control of Software Assets

Completed (50%)

Validated 0%}

o &

G Refresh

Avarage Score (3433)

Control Reported

Parts Of Policy Reporte
d

Not Reported

Reported On Most Syst
ems

Not Reported

Not Reported

Not Applicable

Not Reported

Not Reported

Avarage Score (20.63)
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Kelis Arnold &  Dashboard

Test-3 » Dashboard

A Company (Primary) AVARAGE SCORE COMPLETETION VALIDATION QUESTION/INTERACTION

@ Dashboard 22.32 37.27% 31.68% 95.32%

Control Lists
Control / Question Temperature Map Assessment/Maturity Rate

Assigned Tasks

Not Applicable Not Completed Not Assigned
My Assigned Tasks co1 o2

Reports

Support

Maturity Rating

o
il Conteo'®

| Level One Policies Complete

Level Three All Controls Implemented

I Level Two Controls 1-5 Implemented

Level Four All Controls Automated

Level Five All Controls Reported




a8 CYBER

(@) scorecaro Mo % @
Jana Maguire & 8.1 Utilize Centrally Managed Anti-Malware Software Applicable
Database Testi - #3 > Control Lists » CISC08 > Sub Control - 8.1

B Company (Primary) Description Sensor Or Baseline Asset Type Security Function (NIST)
0 Utilize centrally managed anti-malware software to continuously monitor Endpoint Protection Devices

A ) PRPT-2 DECM4 DECMS5 51-54
and defend each of the organization's workstations and servers. System

Dashboard
GENERAL SCORE
Control Lists . Assigned To
Policy Defined Not Applicable
Assigned Tasks Assigned To Taybah Amanda

Taybah Amanda .
Control Implemented Not Applicable
My Assigned Tasks Assigned By Tags
Jana Maguire

Reports Control Automated Not Applicable
Completed By

Support IMPORTANT

Validated By Control Reported Not Applicable

Definitions and Actions & New Definiti

Discussion Evidence Docs Log

Jana Maguire, assigned this sub-control (question) to user
. . L L . Taybah Amanda .
No Definition Lists No Definition Lists No Definition Lists

B 2021-01-21

Jana Maguire, changed the status of this sub-control(quest
ion) to applicable.

8 2021-01-21




a8 CYBER
(@) scorecaro Mo % @
Kelis Arnold & 3.1 Run Automated Vulnerability Scanning Tools or

Test3 > Control Lists > CISCO3 > Sub Control - 3.1

A Company (Primary) Description Sensor Or Baseline Asset Type Security Function (NIST)
Utilize an up-to-date Security Content Automation Protocol (SCAP) SCAP Based Vulnerability Applications
9 3 . 7 5 compliant vulnerability scanning tool to automatically scan all systems on Management System
Dashboard the network on a weekly or more frequent basis to identify all potential RSAN-5  RSMI-3
GENERAL SCORE vulnerabilities on the organization's systems.

Applicable

IDRA-1 IDRA-2  PRIP-12  DECM-8

Control Lists

. . Assigned To
Policy Defined Approved Written Policy
Assigned Tasks Assigned To ) ) .
Tiffany Merritt Tiffany Merritt .

My Assigned Tasks Assigned By Control Implemented Implemented On All Systems
Kelis Arnold
Reports
Completed By
Niyah Henry

Support
Validated By RARCRIANY

Control Reported Reported On All Systems

Control Automated Automated On Most Systems

Definitions and Actions & New Definiti

Note Discussion Evidence Docs Log

It's a test, @ Delete

3d3e36e8-d635-417a-a970-7006aeeabbss_239-640-1-pb.pdf Kelis Arnold, assigned this sub-control (question) to user T

iffany Merritt.

& Kelis Arnold © 2021-01-21 No Definition Lists (‘5
1mb J

B 2021-01-21

& Kelis Arnald B 2021-01-21 Kelis Arnold, the user Yilmaz Ak in this sub-control(questio
n) has been unassigned.

8 2021-01-21

Kelis Arnold took it back to reconfirm the status of this sub
control(question).

o 2021-01-21

Ariya Felix validated the status of this sub-control(questio
n).

8 2021-01-19

Ariya Felix, changed the "Control Reported” state of this su




Cyber Ihlal olasihgini azaltin

Scorecard
SIZ€ NeE s ortaklariyla, Ust yonetimle, musterilerle ve denetgilerle ortak
Sag|a r? guvenlik dilini konusun ve glvenliginizin uluslararasi standartlara

dayanan saglam temelleri oldugunu gosterin

Guvenlik yatirrmlarint 6nceliklendirin, degerlendirin
Kaynak tuketimini azaltin

Bircok denetim ve bircok guvenlik takimini yonetmek icin tek bir
platform kullanin
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Arayi Kapatmak icin

Mevcut Durumunuz IAtllma5| Gereken AdlmlarlArzuIanan Durumunuz

Aksiyon Plani




TESEKURLER

https://cyberscorecard.io >@< info@cyberscorecard.io



